
Recommendations / Requirements

Decision Chart When Contracting With A Credit Card Service Provider.
Scenarios / Questions Descriptions / Examples Risks

The third party is the merchant of 
record and receives the revenue from 
the credit card brands.  A portion of 
that revenue is remitted to back via 

paper check or ACH.

1. There can be civil suits or negative publicity 
if a breach occurred.
2. There is a risk that company may default on 
the payment to the University. 
3. The University could receive PCI fines if our 
staff or systems aid in the transmission or 
processing of credit card payments.

Requirements:
1. The third party must be approved by the PCI-Compliance Team 
and is required to provide proof of compliance.
2. There must be appropriate contract language in place.
3. The University cannot provide resources, technology, or aid in 
the Storage, transmission, or Processing of credit card data 
without PCI-Compliance Team approval.

This means a service provider besides 
CashNet is needed.  There are many 

reasons another service provider could 
be required.

As the merchant of record the University is 
accountable for all PCI requirements 
performed by third party Service Providers.  
The University can be fined or held liable for 
the actions of the Service Providers.  

Requirements:
The third party must be approved by the PCI-Compliance Team.  
Consideration will be given to VISA Approved Level 1 Service 
Providers or PA-DSS approved systems.  There needs to be 
appropriate contact language in place.  This includes any Service 
Providers or applications that are used to complete the 
transaction.

A third party is developing a system or 
software was purchased that will 

utilize CashNet for credit card 
processing.

The PCI Compliance requirements can change 
at anytime based on industry trends.  If the 
compliance requirements change the 
University expects all merchants, Service 
Providers, and applications will comply with 
the new requirements.

Recommendation:  
If the University is paying a third party we recommend getting the 
appropriate contract terms in writing.  If the PCI compliance 
requirements change your department is more likely to be able to 
continue processing to use CashNet if there is a contract in place.  
A change in the credit card security requirements is allows a risk. 

This means the storefront was 
developed by DoIT or Departmental 

Staff.

This is the lowest risk but the security of your 
system should still be monitored to ensure the 
payments are not directed away from CashNet.

Recommendation: 
Ensure the security of your system is maintained by the 
appropriate IT Staff.

Does the University receive revenue 
from the transactions in the form of 

commission, donations, rents, sales, or 
profit sharing?

Does the credit card payment come 
directly to the University or does it go 

to a third party?
(A Merchant Account would have been 

established by Cash Management)

Is CashNet used to process payments?

Was the storefront or shopping cart 
developed by University Employees?

Recommendations:
1. Make it very clear this is not a University entity.
2. Contract language is recommended to protect the University in 
case of a credit card breach.
Requirements:
1. The University cannot provide resources, technology, or aid in 
the transmission of credit card data without PCI-Compliance Team 
approval.

1.) There is low risk that someone could 
misinterpret the University’s association with 
the company resulting in negative publicity or a 
civil lawsuit 2.) The University cannot provide 
any services that aid in completing the 
transaction.

In some cases the University has 
outsourced a service without receiving 
a portion of the revenue.  For example, 
there are some testing services where 
the student pays the provider directly.
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